
TECNTJT THSTITUTE OF AI}VAilCED STUDIES
GITAI}E *A" IT*STTTIITT

,\Dpror6d &y AICTE, f,tlnl*try ot Educatlon. Covt- o, lndl*, Attlllatld to GGSIP Unlycrnlbr
R.colnlrcd Undrt Sc.. 2(O ol UOe act lA36

TNSTITI'TIOI{AL AREA }{ADHUB^AIT CHOYYT(,ROHIHI,DELHI 11OOA5
t l;tr.-lt.tr5l51ll-2a, C-l.t ll: dln(to(tLaCt-'1.-fttt, Yr.t ltr: m.rL*plt.txaLJ6

T r A S/B CA / V AC /2022-2023 I | 3 Date:30/112023

Course Completion Certlicate

This is to certify that the course module for the Certificate Course in Virtuous Security scheduled from26ll2l22
to 28/l/23, comprising of 30 Hours, running in 2 batches deliverance has been completed by the resource person
Mr. Harsh, with the module contents as under :-
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All the above contents are delivered to the besr of my knowledge and belief and nothing is withheld.
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S.No. Contents Deliverance Learning Outcomes

Introduction to Ethical
Hacking (2 hr)

Understand the principles, methodologies, and legal considerations of
ethical hacking.

2

Networking Fundamentals
(3hr)

Identify and exploit vulnerabilities in computer systems,
networks, and applications using ethical hacking techniques.

3 and Foot
lnformation Gathering Conduct comprehensive and informationreconnalssance

environment.to assess the

4

Scanning and Enumeration
(3 Hr)

lity assessments and penetration testing to
identify and exploit weaknesses in network infrastructure and

Perform vulnerabi

web

5

System Hacking (2 hr) Utilize various hacking tools and techniques, such as scanning,
enumeration, and exploitation, to gain unauthorized access.

6

Web Application Security
(3 Hr)

Demonstrate proficiency in different types of attacks, including
network attacks, web application attacks, wireless attacks, and
social attacks.

Cryptography (2 Hr)
7

the principles of cryptography and cryptographic
well as how to implement secure cryptographic

Understand
attacks, as

ces.

8

Social Engineering (2 tft)

on sed

evading
SEU advanced techn ues forlq Iscontrobypass lng security

intrusion detection and maintaininsystems, o

9

Wireless Security (3 hr) andUnderstand mal includi reverseanalyze ware, ng englneenng
analand ciousmali code.

10

Incident Response and
Digital Forensics (4 hr)

ces.

configuring intru
detection

techni foruesApplv q' andsecunng computer system networks,
including firewalls, SIonimplementing

andprevention systems, secureimplementing

Introduction to Ethical forensicsski ln dillsDevelop togital investi secugate rity
lectcolincidents, analand di artifacts.
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We would like to declare that the course module for value added course for thre
certificate course in virtuous security scheduled from 26.L2.2O22 lo 28.OI.2O23

comprising of 30 hours by the resource person Mr. harsh, faculty in Department of ICT

to our satisfaction and is able to help in developing our domain knowledge and capacity

building.
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We would like to declare all the course modules for Value Added Course for the Certificate Course in

Virtuous Security scheduled trcm 26.t2.2022 to 28.01.2023 comprising of 30 hours by the resource

person Mr. Harsh, Faculty in Department of ICT to our satisfaction and is able to help in developing

our domain knowledge and capacity building.
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