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“Preface

Advancements in Digital Technologies have dramatical ly altered the practice of Journalism,
Satellite smart phones, internet, digital sudio recorders and laptops allow instantancous
communication between most destinations in the world, The result is the convergence of the
new technologies on one platform. The Digital Media emerged as an important tool of
communication, education, information and entertainment in the period of Covid-19, which
has put breaks on all type of communication, education and other actions.

In the two years of Covid-19 OTT Platforms become a replacement for the movies in the
theaters. OTT “Over the Top” refers to any streaming service that delivers content over the
nternet. There's 8 wide range of OTT platforms, including Netflix, Disney+, Hulu, Amazon
Prime Video, Peacock, Curiosity Stream, Pluto TV, etc. Short films, web series and other
programs on this platform become source of entertainment and it has invited top actors and
directots to perform. OTT Platforms are more affordable. Watching movies at home brings
more comfort, whereas, in a movie theatre one can enjoy movie without any disturbance,

There isa threat to digital media known as cyber threats which can be secured by cyber security
rules. Cyber security is also an important feature in the digital media without which this
platform cannot exist. There are various issues on OTT platform, one of which is censorship to
the progems which have to be resolved. OTT platforms are in trending, which has made its
space in the world of theatre, cinema and multiplexes,

This book provides a clear understanding of some areas covered by the OTT Platforms, Digital
Media and cyber security. It provides perspectives on what OTT Plat{orm and Digital Media is,
where it comes from, what are its uses, effect on Education, Emengence of OTT Platforms and
Digital Mediaand rules of Cyber Security and where OTT Platforms and Digital Media is going
to. It will be & valuable resource for the students who want to know about OTT platform and

Digital Media and an intriguing tool for anyone interesting in the emerging trends in it
e i |
Qe A ustesa ¥ il



The editorial team congratulates all the authors of this book for the publication of their
chapters, who have put their precious efforts to give the chapters for the book. The team is
grateful to Dr, Ajay Kumar, Director, Tenia Institute of Advanced Studics, Delhi for
writing the foreward for the book.

Editorial Team
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The book compiled by - Dr. Vipul Partop & Mr, Rahul Mittal is indeed and outstanding
book on OTT Platforms, Web Serics, Digital Media & Communication, Cyber Crime and
Effect of Covid 19. The book exemplifies various aspects and the process of
transformation with detsils illustration to understand the topic in easy way. The book
captures nuggets of technological transformation which ignites innate ability to break
barrier. ltunlocks the key to your door to understand the social media ramifications which
affects every area of the life, Book is an excellent work to develop professional acumen
and allows readers to build true potential and understanding on the topics,
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Cyber Security 16

Dr. Deepak Sonkar

Introduction of Cyber Security:

In Cyber security there are two terms first one is cyber and the second one is security, cyber means the
data you are sending from one place to another with the help of Internet in which internet involves is
known as Cyber and Security means the protection of data which is moving all over world from one
place to another with the help of Tntemet.

Examples of eyber security: some cyber sccurity threats like Malware, Denial of services,
Phashing, password attacks etc disrupts Digital Operations and Damage Information. we can stop all
these by putting cyber security application or procedures in it like Encryption of data, putting
#uthonzation, keeping network securities erc.

Cyber Security

Cyhber security is the practice for protecting our network from the malicions attack or intruders who
actually aimed at accessing, changing or destroying sensitive information or some used to threat us
for money by accessing our network which includes our sensitive or secret information it can be
anything business related or related to our personal life.

Types of Cyvber Security

In order to be better protected there are different types of cyber security which includes network
sccurity, application security, information security, data loss prevention ete.

L1




Cybar Security

«  Network security- Protects cnternal network from intruders by securing infrastructure.
Example of this security are two factor authentication which means it contains our pasgword
but as well as OTP which comes ta Guf phaone number or email id or we can add strong
passwond.

« Tnformation Security-In this securily we can Use software or hardware to defend against all
external threats that may present themselves in application’s development stage. Example arc
antiviras progeams, firewalls anid eneTypLion.

« Data Loss Prevention- 1t includes setting network permissions and policies for data slOrags.
it prevenits our data and develop recovery policies.

« Cloud Security- It is a software 00 that protects and monifors our data in the cloud to
minimlzethcrisknfmnlbciumanuckanﬂalmqhnuhmmafﬂmnts.

«  Critical Infrastructure Security- Consists of eyber-physical systems such as electricity grid
and water purification syslems.

Application Security of Database

Database security is a range of security controls designed to protect the Database Management
System (DBMS). The types of database security measure your business should use include protecting
the underlying infrastructure that houses the database such as the network and servers), securely
configuring the DBEMS, and the access 1o the data itself.

Application Security

Database and application security framework measurcs can help protect against common known
attacker exploits that can circumvent access controls, inciuding SQL injection.

Why Database Security is Important

Safeguarding the data your company collects and manages is of utmost importance. Datubasc
securily can guard against s compromise of your database, which can lead to financial loss, reputation
damage, consumer confidence disintegration, brand erosion, and non-compliance of government and
industry regulation.

Database security safeguards defend against a myriad of gecurity threats and can help protect your
enterprise from: Deployment failure, Excessive privileges. Privilege abuse, Platform vilnerabilities,
Unmiznaged sensitive data, HBackup data exposure, Weak authentication, Database injection aftacks

oo {1AE)
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Application Security of Email

Email security is a multi-layered discipline involving several types of software and technology.
There are multiple ways to ensure the security of enterprise email accounts — but it's importsnt to
combine employee education with comprehensive security policies and procedures.

Recommended policies and procedures include:

*  Password Cycling: Require employees to use strong passwords and mandate frequent
password changes. This helps o ensure that, even ifa password is compromised, its use can
be limited.

* Secure Login: Ensure that webmail spplications use encryption. This is standurd
functionality, but critical to prevent emails from being intercepted by maliciouws actors.

»  Spam Filtering: Implement scanners and other tools to scan messages and block emails
contmining malware or other malicious files before they reach end users. Even relatively
benign spam — such as marketing offers — can hamper productivity if emplovess have 1o
manually remove it from their inboxes.

» Spyware Protecton: A robust cybersecurity program or a dedicated spyware removal
service that can dispose of malicious email attachments and repair altered files/settings.

*  Email Encryption: Encryption technologies such as OpenPGP let users encrypt emails
between sender and recipient. This is a necessity for businesses where sensitive information
is shared frequently vis communication platforms like email,

* Emplovee Education: Engage emplovees in ongoing security education sround emuail
security risks and how to avoid falling victim to phishing attacks over email. Some
compenies send their own employees mock phishing emails in order to test their resistance to
these attacks.

Application Security of Internet

Internet application security refiers to the preventive measures in place 1o combai security threats
mirmed 2t harming an application infrastructure, ensuring the sensitive information stored on it
retraing uncompromised.

Application security i traditionally ensured by a system that continuously monitors activity,
neutralizing aftempts to breach security and blocking hackers trying to extract sensitive datw, This is

all done while simul Iy allowing legitimate users to interact with the necessary resources.
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An application defense system usvally consists of measures such as Web Application Firewalls
(WAFs) and anti-virus systems. When selecting an application security system, it is impartant to
make sure the system meets Data Security Standards (DSS) requirements for protecting financial
information.

Why Sccurity Is Important 7

Application security is important because today's applications are often available over various
networks and connected to the cloud, increasing vulnerabilitics to seourity threats and breaches,
There is increasing pressure and incentive to not only ensure security at the network level but alse
within applications themselves, One reason for this is because hackers are going after apps with their
attacks more today than in the past. Application security testing cun reveal weaknesses at the
application level, helping to prevent these attacks.

Data Security, Security Technology-Firewall and VPNs

Whatis Data Security?

Data security basically is the technology of protecting valuable information or sensitive personal stuff
such as financial information that is the most commaon thing in with data security used by the people ot
company data it also preventing data loss though unauthorized access. Its protecting more things like
attacks that encrypt or destroy your data from attacker as well as attacks that is modify or corrupt your
data data security also ensure data is available to anyone in the origination who has access it, it like
safeguard.

DBMS is used and also have security first to access data they need password. The person who know
that password that only person ean access that data, The datu security is control by using different types
of technologies in real life company use Technique Authentication, Accesscontrol, Backups & recovery,
Encryption, Data making, Deletions & erasure.

To protect data security by anvone u should update your software, protect password, disable lock-
screen notifications, lock your apps, keep your browsing to yourself (wifi) securily technologies are
used to implement fundamental security controls. These controls include restriction of physical
access, environmental monitoring, authentication of identity, verifying access authorization, and
assessing affiliation firewall network security system that scans all incoming and oulgeing network
traffic is called a firewall,

A firewall decides either to allow er 1o block out specific traffic based on the defined set of security

rulis. They act as the first line of defense in the network security system and are responsible for
W

L% ny




OTT Platforms & Dagltal Media

establishing a barrier between sceured and controlled internal networks. A firewall can be available
both in the form of hardware and software so there are also types of firewall:

+  Proxy Firewall
= Next-Generation Firewall (NGFW)
= Stateful Inspection Firewall

s Threat-Focused NGFW

Security Threats to E-Commerce- Electronic Payment System

E-commerce threat is occurring by using the internet for unfair means with the intention of stealing,
fraud and security breach, There are various types of e-commerce threats. Some are accidental, some
are purposeful, and some of them are due to human error. The most common sgcurity threats are an
electronic payments system, e-cash, data misuse, credit’debit card frauds, etc,

With the rapid development of the computer, mobile, and network technology, e-commerce Tz
become a routine part of human life. In e-commerce, the customer can order products at home and

_save time for doing other things. There is no need of visiting a store or 4 shop. The customer can
seleet different stores on the Internet in & very short time and compare the products with different
characteristics such as price, colour, and quality.

Malicious applications targeting online banking transactions huve also increascd dramatically in
past few years, Worms, Trojans, viruses, phishing, pharming, spoofing, man-in the middle, denial of
service atteck, ransaction poisoning and spamming are the most common threats.

Electronic Payments System

Electronic commerce has hecome an integral part of human life through the exponential growth of
computer, mobile, and network technology. The consumer can otder items in e-commerce at home
and save time. A stose or store doesn't have to be visited. In a very short period, the consumer can pick
multiple stores on the intermet and compare products with different features, such as price, calor, and
guality. E-Commerce plays a key role in electronic payment systems.

Electronic payment systems refer to paperioss currency transactions that e-commerce organizations
use. By documentation, transaction costs, and labor costs, the company distribution was revolutionized.
The operation of e-commerce is user friendly and time-consuming rather than manual. The e-commence
company allows an enterprise to grow its market. The electronic payiments system poses a certain risk.
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Types of Threats to E-Commerce

1. Awtomated Teller Machine

I+

The fraudster will steal our information from this favorite location, Given below are some of
the main methods criminals use to collect our card datn:

Phishing / Vishing: Phishing is an intrueder's operation where a user has gathered confidential
information such as password, usemames, and card numbers, mostly for malicious reasons
etc, Vishing is an operation where an attacker has received sensitive user information through
mobile text messages. These SMS and calls seem to be from a trusted source, but they're fake,
in fact, The primary aim of the procedure is fo include the PIN, account information, and
passwords of the customer,

Skimming: The method is 1o connect un ATM card reader with a data skimming tool. The
information is copied from the magnetic strip to the computer when the customer swipes his
card in the ATM card reader. The specifics of the card number, name; number, CVV, expiry of
the card, and other information are therefore made available to offenders,

Ouline Transaction: The customer may make an online purchase to gshop for payment on the
internet. The customer always casily hacks into our network nnd steals our private
mnformation. It's as casy as the customer, Some important ways in which our privacy
information is processed during an online ransaction.

The Risk of Fraud

The risk of fraud is huge in an electronic payment system. Electronic devices use a ﬁmnn‘ﬂ
identity to approve a payment. For example, passwords snd security issues, Such
authentications do not have complete proof of a person's identity. The program does not know
wha 15 on the other side of the password, and the security answers are matched. When anyone
has aceess W0 our password or answers to our-security issue, they will get access to and steal
our money fioim us.

The Risk of Payment Conflicts

An automated computer machine handles payments in electronic payment systems, not by
individuals, When it manages large sums of payments regularly with many clients, the
program i5 vulnerable tv errors. When each pay period ends, it is important to review our
payroll to ensure everything is meaningful regularly. When this is not accomplished, payment
disputes may result in tcnluﬂu#icnl breakdowns and anomalies.
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4, The Risk of Tax Evasion

Internal Revenue Service legislation requires every corporation to disclose its financial
transactions and to provide documents (o ensure tax complumce. Electronic systems are
troublesome because they don't offer this paradigm clean. This is guite difficult for the
Internal Revense Service to maise revenus. Payments obtained or made via electronsc
payment systems are available to the company. The IRS does not know whether or not it tells
the truth that tax evasion is gasy,

Denial of Service Attacks

A denial of service attack is a security intrusion that prevents attackers from accessing the
electronic device by legit (cormect) users. It disrupts the infrastructure of a host connecting to
the Internet to network tools that are not accessible for its intended users.

Eavesdropping

This is an illegal way to listen to private network contact. [t does notinterfere with the normal
operations of the tarpeting program so that the sender and the receiver do not know that their
communication is being monitored.

Digital Signature, Public Key Cryptography
Digital Signature

A digital signature is a mathematical technique used to validate the authenticity and integrity of a
message, software or digital document. It's the digital equivalent of a handwritten signatyre or
stamped seal, but it offers far more inherent security. A digital signature is intended to solve the
problem of tampering and impersonation in digital communications,

L

Use of Digital Signatures

Digital signature are met for three important goals of information:

Integrty
Authenticition

MNon-repudiation

Difference between Digital Signature and Electronic Signatures?

Digital signature and electronic signature are often used interchangeably, but technically refer to two
different things that are frequenily combined. An electronic signature is equal fo putling pen to paper
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and manually sigming & document. [€ could be made by tvping a signature, uploading a handwritten
signature, orsigning scree with finger.

Dugital signature is closer to notary stamp. When someone electronically signs o document, the
software creates a digital certificates that provides the assurance about who has signed the document
and whether the signed is right or wrong or copied.

Advantages and Disadvantages of Digital Signatures.
Advantages:-

= Added security

* High standard

* (Global acceptance and legal compliance

¢ Long-term retention and access
Disadvantages:-

»  Expiry

* Certificates

*  Softwire

«  Compatibility
Puablic Key Cryptography?

Public-key cryptography, or asymmetric cryptography, i an encryption scheme that uses two
mathematically related, but not identical, keys - a public key and a private key. Unlike symmetric key
algorithms that rely on one key to both encrypt and decrypt, cach key performs a unique function. The
public key is used to encrypt and the private key 15 used to decrypt.

The public key is use to encrypt plaintext or to verify a digital signamre, whereas the private key is
used to decrypt cipher text to create a digital signature. Messages encrypted with a public key can only
be decrypted using the same private key pair.

* Advantages and disadvantages of Public Key Cryptography.

Advantages:-
*  Security is easy as only the private key must be kept secretly.
*  Agthe number n-fire:.rstuhequ:ltmret become less.
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Disadvantages:-
*  Thisis not suitable for encryption of lange messages as the encryption.

* Itisinverselyrelated to the key length,

I'T Act
The Information Technology Act, 2000 is an Act of the Indian Parliament notified on 17 October
2000, It is the primary law in India dealing with cyber crime and electronic commerce,

I'T Act focuses on three main highlights:

Providing legal recognition to the transactions which are carried out through electronic means or use
oflntemet.

Objective of ITACT :-

= Toprovide legal recognition for transactions:- Carried out by means of electronic datu
mierchange, and other means of electronic communication, commonly referred to as
“glectronic commerce™

* Tofacilitate electronic filing of docaments with Government agencies and E-Payments

* Toamend
- The [ndian Penal Code,
* Indian Evidence Act,1872,
* the Banker's Books Evidence Act 1891,
*  Reserve Bank of India Act, 1934
*  Legal recognisation for E- commerce
= Digital structure and reguiatory regime.
*  Elecironic documents at parwith paper documents,
*  E-Govemnance
*  Electronic filling of documents
»  Define civil wrongs, offences, punishments
v Investigation, adjudication.

Copyright Act

Copyright deals with the rights of intellectual creators in their ereation, The copyright law deals with
the particular forms of creativity, concerned primarily with mass communication,

1 <l
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The Copyright Act, 1957 protects original literary, dramatic. musical and artistic works and
cinematograph films and sound recordings from unsuthorized uses, There is no copyright protection
for ideas, procedures, methods of operation or mathematical concepts as such,

Why Copyright??

Copyright ensures certuin minimum safeguards of the rights of authors over their creations, therchy
protecting and rewarding creativity, Creativity being the kevstone of progress, no civilized society
can afford to ignore the basic requirements of encouraging the same.

Meaning of Copyright:
Section 14 ofthe act defines copyright as:
L. Incaseofliterary, dramatic or musieal work:

a} Reproducing the work in any material form which includes storing of it in any medium by
clectronic means,

b) Issuing copies of the work to the public which are notalready in circulation,
¢} Performing the work in public or communicating itto the public,

d) Making any cinematograph film or sound recording in the respect ofwork,
e) Making any translation or adaptation of the work,

1, Incaseofacomputer programme:
a} Todoany ofthe acts specified in respect of a literary, dramatic or musical works, *
b) Tosell or give on commercial rental or offer for sale or for commercial rental any copy of
5 the computer programme.,
3. Inthecase ol artistic works:

a) To reproduce the work in any material from including storing of it in any medium by
electronic or other means, depiction in three dimensions of a two dimensional work and
depiction in two dimensions of a three dimensional work,

b) Communicating the work to the public,

¢} Issuing copies of work to the public which are not already in existence,

d) Including work inany cinematograph films,

&) Makingadsptation ofthe work, gadto dosay ofthe aboveacts inselation toan adsptation ofthe work

L
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4. Inthecase of cinematograph film:

a) Tomake a copy of the film, including photograph of any image forming part thereof or
storing of it in any medium by electronic means orotherwise,

b) To sell or give on commercial rental or oifer for sale or for such rental, any copy of the
film,

¢) Tocommunicate the film fo the public.
5. Inthe case of soumnd recording:

a) To make any other sound recording embodying it “including storing of it in any medium
by elecironic or other means,

b) To sell or give on commercial rental or offer for sale or for such rental, any copy of the
sound recording,

¢} Tocommunicste the sound recording to the public.

Patent Law, IPR. and Cyber Laws in India
Patent Law

The Patents Act 1970, along with the Patents Rules 1972, came into force on 20th April 1972,
replacing the Indian Patents and Designs Act 1911, The Patents Act was largely based on the
recommendations of the Ayyangar Committes Report headed by Justice N, Rajagopala Ayyangar.
One of the recommendations was the allowances of only process patents with regard to inventions
relating to drugs, medicines, food and chemicals. Later, India became signatory o many
miternational arrangements with an objective of strengthening its patent law and coming in league
with the modem world, One of the significant steps towards achieving this objective was becoming
the member of the Trade Related Intellectyal Property Rights (TRIPS) system.

IPFR

intellectual property rights are legal rights that provide creators protection for original works,
invéntions, or the ippearance of products, artistic works, scientific developments, and so on,
Intellectual property rights are the rights given to persons over the creations of their minds. They
usually give the creator an exclusive right over the use of his/ber crestion for & certain period of time,
There are four types of intellectual property rights (1P):

* Patents _ -~ )
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Trademarks

Copyrighis

Trade secrets

Advantage and Disadvantage of Cyber Security

Cyber Security: - Cyber security may also be referred to as information technology security. Cyber
security is the practice of protecting systems, networks, and programs from digital attacks, These
cyber attacks are usually aimed ataccessing, changing, or destroying sensitive information; extorting
money from users.

Advantages of Cyber Security:

Protection against data from thicf since malicious users canm not break the network
ﬂ.mlﬁtnmm:hyimplcmmlﬂngnhighrwcuritypmmﬂul.

Protect the camputer being hacked.

Pratect system against viruses, worms, spyware and other unwanted programs.

Minimize computer slow down and freezing, boost the performance of our system,

Crives privacy to users to secure his data.

Cyber security offers safeguards against malicious attacks on @ network, deletes and/or
protects malicious elements in a pre-existing networl,

Itincreases productivity aveided website to o down and secure vour data,

Disadvantages of Cyber Security:

&,
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INTERAAL

Incorrectly configured Frewalls may block wsers from performing certain action on the
internet, until the fireweall configured correctly,

Malke the system slower than the before.

ftcould take hours to days to fix the breach in security

Firewall can be difficult to configure correctly.

Need to keep updating the new software in your computer to order to keep security up to date,
If somenns: were to break through are software it could have a huge impact on our sysiem or
our data could be damuge.
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Cyber Protection can be expensive for ordinary users. It could be costly for average user to
usa that security
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