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Course Completion Certificate

This is to certify that the course module for the Certificate Course in Ethical Hacking
scheduled from 3/l/22 to l9lll22 , comprising of 30 Hours, running in 2 batches

deliverance has been completed by the resource person Mr. Harsh, with the module
contents as under:-

S.No. Contents Deliverance Learning Outcomes

I Introduction to Ethical
Hacking (zhr)

Understand the principles, methodologies,
and legal ponsiderations of ethical hackin"

)
Networking Fundamentals
(3h0

Identify and exploit vulnerabilities in
computer systems, networks, and

applications using ethical hacking techniques.

3

Information Gathering and
Footprinting (4hr)

Conduct comprehensive reconnaissance and
information gathering to assess the target
environment.

4

Scanning and Enumeration (3

Hr)
Perform vulnerability assessments and
penetration testing to identify and exploit
weaknesses in network infrastructure and
web applications.

5

System Hacking (2hr) Utilize various hacking tools and techniques,
such as scanning, enumeration, and

exploitation. to eain unauthorized access.

6

Web Application Security (4
Hr)

Demonstrate proficiency in different types of
attacks, including network attacks, web
application attacks, wireless. attacks, and

social engineering attacks.

7

Cryptography (2 Hr) Understand the principles of cryptography
and cryptographic attacks, as well as how to
implement secure cryptographic practices.

8

Social Engineerin g (2 Hr) Use advanced techniques for bypassing
security controls, evading intrusion detection
systems, and maintaining persistence on
compromised systems.

Wireless Security (3 hr) Understand and analyze malware, including
reverse engineering and analyzing malicious



Incident Response and Digital
Forensics (5 hr)

Apply techniques for securing computer
systems and networks, including configuring
firewalls, implementing intrusion detection
and prevention systems, and implementing
secure coding practices.

All the above contents are delivered to the best of my knowledge and belief and nothing
is withheld.
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NamdQf Faculty: Mr. Harsh
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