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Ministry of Home Affairs, Government of India
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NARCOTI CS CONTROL BUREAU
DARKATHON 2022

INTRODUCTI ON

The rise in the extensive use of technology has also brought with it increase in cybercrimes. Cyberattacks
and crimes have permeated almost everyfacet of society, and are growing in votume, velocityand sophisti-
cation with each passing day, defeating the best efforts of law enforcement agencies in tndia ind across the
world. The intersection between crimes and technology is more apparent today than ever before. Almost
all crimes and potential crimes are facilitated by the internet, gadgets or technology in one form or the
othen or at least have an investigative lead rooted in technotogy.

One of the most concerning facet of this change is the illicit trafficking in drugs and drug-related money
laundering through the misuse of information and communication technologies, inctuding lnternet, dark-
net, anonymous and encrypted connections, messengers, electronic and virtuat payment systems.
According to the 2021 Wortd Drug Report, about 74% of the darknet transactions, or aboui g0% of darknet
sales, were drug related.

The COVID-19 pandemic has exacerbated the situation and there are tell-a-tale signs about this. For exam-
ple the number of drug seizures from parcel or courier consignments increased by almost zi1%in lndia
after the outbreak of C0VID-19 and a good number of them are linked to drug trafficking through darknet
markets.

Further, digitatization of society and growing online retaiI and distribution chains witt very tikely lead to an
upward trend in the misuse of darknet technology to aid drug trafficking.

Drug law enforcement agencies need to be ahead of the curve to counter and negate the chaltenges of
technology advances that drug traffickers take advantage of. The hetp and aid of the public can go a tong
way in technically equipping agencies tike NCB tackle the menace of drug trafficking. Keeping these in
mind, NCB has decided to organize a hackathon that can tap into the high quality technical poot of the coun-
try to f ind effective solutions to unraveI the anonymity of darknet markets:The Darkathon.

1028645/2022/TS II Section
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PROBLEM STATEMENTS

IE
Crawting of darkweb to identify and catalogue active and genuine darknet
markets setting drugs (automaticatty add new markets and drop inactive/
taken down markets)

O.Ofixrc1
Crawting of darknet markets to identify drug traff ickers on dark net based in

lndia and the drugs they offer for sate.

Iq' Digitat foot printing of active drug traff ickers on dark net based in lndia.

PHASES

PHASE I

IDEATHON AND POC

SUBMISSION

o The participants need to register
themselves either as a team of
maximum three individuals or as
a singte members.

o During registration the partici-
pants are required to give a short
description (not more than 200
words) of their proposed solution
atong with a detaited PowerPoint
presentation (not more than 10

stides) against the selected prob-
[em statement.

o The participants can also include
videos, images and screenshots
in the presentation.

. Post the closure of registrations,
the evaluation committee will
shorttist top 30 entries for the
next round.

PHASE 2

SHORTL!STING
PHASE 3

GRAND F!NALE
(PRESENTATToN R0UND)

The Grand Finale witt be hosted
as a presentation round. The
shortlisted participants need to
present their ideas to the iury in
the form of presentation, videos
and prototype. The presentation
round wil[ be of 15 minutes with
10 minutes of presentation and 5
minutes of O&A.

a a

a a a
*aa
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PRIZES

Fls. 2 Lakhs Fls. I.5 Lakhs
SECOND PRIZE THIRD PRIZE

Fls.25,OOO
CONSOL.ATION PRIZES X 02

Fls. 2.5 Lakhs
FIRST PRIZE
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Registration
Ctoses

31srRegistration
Starts

1 5TH
FEBRUARY 2022

MARCH 2022

FEBRUARY 2022 Evatuation/Shorttisting

Grand Finale

I 4rB I 5rN 1 6r-!

APRL202?

Launch of the
Competition

THE TIMELINE

ABOUT NARCOTICS CONTROL BUREAU

Narcotics Controt Bureau is the nodat Brug Law Enforcement Agency (DLEA) of lndia deating with drug retated matters
which have both national and international ramifications.Apart from performing the roles of a DLEA, NCB is the apex
coordinating agency for the state, centraI and internationaI agencies. NCB functions as an enforcement agency through its
regions, zones and subzones. The regions located at Dethi, Mumbai and Kotkata have jurisdiction over its zones estab-
tished at Ahmedabad, Bengaturu, Chandigarh, Chennai, Dethi, Guwahati, lndore, Jammu, Jodhpur. Kotkata, Lucknow,
Mumbai, & Patna and Sub-zones at Ajmer, Amritsar, Bhuhaneswar, Dehradun, Goa, Hyderabad, lmphat, Mandsaur, Madu-
rai, Mandi, Raipur, Ranchi and Kochi. The zones and sub-zones cottect and anatyse data retated lo seizures of narcotic
drugs and psychotropic substance, study trends, modus operandi, coltect and disseminate intettigence and work in ctose
cooperation with the centraI agencies, state police and other law enforcement agencies.

ABOUT CYBERPEACE FOUN DATI O N

CyberPeace Foundation(CPF) is an award-winning nonpartisan civil society organization, think tank of cybersecurity and
poticy experts with the vision of pioneering Cyber Peace lnitiatives to buitd cottective resitiency against Cybercrimes & .

gtobat threats of cyber warfare. CPF is involved in Poticy Advocacy, Research and Training related to alt aspects of Cyber
Peace and Cybersecurity. Key areas of CyberPeace Foundation work are in Technotogy Governance, Poticy Review and
Advocacy, Capacity and Capabitity creation and buitding through partnerships with various government organizatid'ns,
academic institutions and civil society entities.

For queries and suggestions please send emai[ at

darkathon-ncb@gov.in
gcc-queries@cyberpeace.net

I
I

:

I
I
I
I
i

i

il

r
i

I

i

r
I
I
,

I

I

!
I

I
t
;

t
I

i

1028645/2022/TS II Section
27



No.20- 1/2022.TS-II-Part(3)
Government of India
Ministry of Education

Department of Higher Education
Technical Section-Il

Shastri Bhawan, New Delhi-01
Dated thef) March, 2022

To,
The Chairman,
All India Council for Technical Education
Nelson Mandela Marg,
New Delhi I10067

Subject: Darkathon 2022-Reg

Sir,

I am directed to enclose a DO letter no. VII/l/ll2022llNT received from Director
General, Narcotics Control Bureau (NCB) wherein it has been informed that NCB is
organizing a Hackathon to find solutions to trafficking of drugs through darkweb. The

Darkathon is being organized on the directions of Hon'ble Prime Minister who recognized

the problem of drug trafficking through darknet markets as a major threat and instructed

NCB to tap into the vast pool of technical skills available in the country particularly that

of the youth and students. With these objectives, the hackathon was conceptualized and

launched by NCB on l5th February, 2022. (Details of the Darkathon 22 are available on

portal https://ncb.cyberchallenge.in. Registration to the event can be done on the portal till
31't March 2022).

2. NCB has projected the following three problem statements for Darkathon2022:

(a) Crawling of darkweb to identiff and catalogue active and genuine darknet

markets selling drugs (automatically add new markets and drop inactive/taken down
markets).

(b)Crawling of darknets markets to identiff drug traffickers on darknet based in
India and the drugs they offer for sale.

(c) Digital foot-printing of active drug traffickers on darknet based in India.

3. This Department has been requested to share the details of the Darkathon 22 with
all technical institutes/colleges and to encourage the students to participate in the
event. AICTE is therefore requested to share the details of Darkathon 2022 with all
technical institutes under its purview and to ask them to ensure maximum participation of
students.

Yours faithfully,

{;*
(Kirti)

Deputy Director(TE)

Encl: As above
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Director General
Narcotics Contol Bureau

West Btock - l, Wng - 5, R. K. Rram
Nar Delhi -110066 lndia
Tel.: +91-11-261720E9
Fbx: +91-11-261A5747
E-mail: dg-nct@nic.in

Twitter; @dancb

D.O. F. No. VIUllllzA2zfiNT
qq {R[zIv[mF[, '{r.s.t
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qkesl sr-t, fq{-S, sdrc d. gre
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{HN : +91-Ll-261720€9
+fl : +9t-Lt-26105247

t-tf, : dg-ncb@nic-in
' Ec< : @dg_ncb

8th March ,2022

20

Drc.n Anj*t
I am happy to communicate that NCB is organizing a Hackathon titled

'Darkathon 2022' to find solutions to trafficking of drugs through
darkweb that is posing challenges to drug law enforcement agencies the
world over. With the view to find viable solutions to this problem, NCB has
projected the following three problem statements in the Darkathon2022:

(") Crawling of darkweb to identiff and catalogue active and genuine
darknet markets selling drugs (automatically add new markets and drop
inactive/taken down markets)
(b) Crawling of darknet markets to identifu drug traffickers on
darknet based in India and the drugs they offer for sale.
(.) Digital foot-printing of active drug traffickers on darknet based in
India

2. The Darkathon 2022is being organized on the directions of the Hon'ble
Prime Minister, who reco gnized the problem of drug frafficking through
darknet markets as a major threat and instructed NCB to tap into the vast pool
of technical skills available in our country, particularly that of youth and
students.

3. NCB also recognizes that the younger generation has to be protected
from the menace of drugs for India to progress further as a world leader. One
of the key steps in achieving this objective is to keep cyberspace clean from
the invasion of drugs and other harmful substances for our youth.

4. With these objectives, the Darkathon was conceptualized and launched
by NCB on February 15, 2022. More details of the Darkathon 2022 are
available on our portal https://ncb.cJberchallenge.in and registration to the
event, which is open till March 31,2022, can also be dqne on the portal.A
brochure encapsulating the details of the Darkathon2022 is also enclosed for
your information.

,,say ,No,to Drugs, yes,to ufe, 
Page 1 of 2
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5' NCB seeks the help of Department of Higher Education in taking theDarkathon 2022 to a maximurn number of stuJenh. I{ence, I request yourgood self to kindly share the details of the Darkathon2a}Zwith all technical
institutes/colleges that falls under your purview and encourage the students toparticipate in the event.

6' For any further information or clarification, please contact Mr. piyush
Kumar Singh, Assistant Director (Enforcem.nty, r.icn Headquarters at 011-26761000oratd@

7. I am confident that with your support, this event will fulfill its

t?fitffiand 
trelp the Government of Indiu io u..omplish its vision of .Drug

h)aw^ 'V4

Yours sincerely,

h o&r*
Shri K. Sanjay Murthy
Secretary,
Department of Higher Education

(Satya Narayan Pradhan)
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NARCOTI CS CONTROL BUREAU
]DARKATHON 2022

INTRODUCTI ON

The rise in the extensive use of technotogy has atso brought with it increase in cybercrimes. Cyberattacks
and crimes have permeated atmost every facet of society, and are growing in vol,ume, vetocity and sophisti-
cation with each pdssing day' defeating the best efforts oi ta* enfoicemerit agencies in India and across the
world' The intersection between crimes and technotogy is more apparent today than ever before. Atmost
all crimes and potential crimes are facititated by the lnternet, gadgets or technology in one form or the
othec or at least have an investigative lead rooted in technotogy.

one of the most concerning facet of this change is the itticit trafficking in drugs and drug-retated money
[aundering through the misuse of information and communication tecinotogiJs, inctudin! tnternet, dark-
net, anonymous and encrypted connections, messengers, electronic and virtual payment systems.
According to the 2021 Wortd Drug Report, about 74% of the darknet transactions, or about g0% ofdarknet
sates, were drug retated.

The COVID-19 pandemic has exacerbated the situation and there are teU-a-tate signs about this. For exam-
pte the number of drug seizures from parcel or courier consignments increasei by atmo st ZS1%in !ndia
after the outbreak of COVID-19 and a good number of them are tinked to drug traffiiking through darknet
markets.

Further. digitalization of society and growing ontine retait and distribution chains witt very tikety tead to an
upward trend in the misuse of darknet technotogy to aid drug trafficking.

Drug law enforcement agencies need to be ahead of the curve to counter and negate the chattenges of
technotogy advances that drug traff ickers take advantage of. The hetp and aid of the pubtic can go a long
way in technicatty equipping agencies tike NCB tackte the menace of drug trafficking. Keeping these in
mind. NCB has decided to organize a hackathon that can tap into the high quatity technicat poot of the coun-
try to find effective sotutions to unraveI the anonymity of darknet markets: The Darkathon.

@@



PROBLEM STATEMENTS

Crawting of darkweb to identify and catalogue active and genuine darknet

marketisetting drugs (automaticatty add new markets and drop inactive/
taken down markets)

O.Om:,ca
Crawting of darknet markets to identify drug traffickers on dark net based in

lndia and the drugs they offer for sate.

aq' Digitat foot printing of active drug traff ickers on dark net based in lndia.

PHASES

PHASE I
IDEATHON AND POC

SUBMISSION

o The participants need to register
themsetves either as a team of
maximum three individuats or as
a singte members.

o During registration the partici-
pants are required to give a short
description (not more than 200
words) of their proposed solution
atong with a detaited PowerPoint
presentation (not more than l0
stides) against the selected prob-
lem statement.

o The participants can also include
videos, images and screenshots
in the presentation.

o Post the ctosure of registrations,
the evaluation committee wit[
shorttist top 30 entries for the
next round.

PHASE 2
SHORTLISTING

PHASE 3
GRAND FINALE

(PRESENTATION ROUND)

The Grand Finate witt be hosted
as a presentation round. The

shorttisted participants need to
presenl their ideas to the jury in
the form of presentation, videos
and prototype. The presentation
round witt be of l5 minutes with
l0 minutes of presentation and 5
minutes of Q&A.

T
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PRIZES

tls. 2.5 Lakhs Fls. 2 Lakhs tls" 1.5 Lakhs Rs.25,OOO
FIRST PRIZE SECOND PRIZE THIRD PRIZE
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CONTROL BUREAU

]FOUN DATION

Narcotics Control Bureau is the nodal Drug Law Enforcemenl Agency (DLEA) of lndia deating with drug retaled matters ,

which have both nationa[ and internationat ramifications.Apart from performing the roles of a DLEA, NCB is the apex
coordinating agency for the state, central and internationat agencies. NCB funclions as an enforcement agency through ils, regions, zones and subzones. The regions located at Dethl Mumbai and Kotkata have jurisdiction over its zones estab-
tiEhed at Ahmedabad, Bengaturu, Chandigarh. Chennai. Dethi, Guwahati, lndore, Jammu, Jodhpur. Kolkata. Lucknow.
Mumbai, & Patna and Sub-zones at Aimer. Amritsar. Bhubaneswar. 0ehradun, Goa, Hyderabad, lmphat, Mandsaur, Madu-
rai, Mandi, Raipur, Ranchi and Kochi. The zones and sub-zones coltect and analyse data related to seizures of narcotic
drugs and study trends, modus operandi. cottecl and disseminate intettigence and work in close
cooperation with the stale potice and other law enforcement agencies.

:t CyberPeace Foundation{CPF}.is an award-winning nonpartisan civit society organization, think tank of
poticy experts with
globat

. Peace areas of CyberPeace Foundation work are in Technology Goyernance, Poticy Review and
Advocacy, Capacity creation and buitding lhrough partnerships with various governrnent,organizatioins,

and
to all aspects of Cyber

For queries and suggestions ptease send ernail at :
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